Devang Mod
Certified Ethical Hacker | +91-9099290231 | moddevang9099@gmail.com

Summary:

e A highly skilled and motivated IT professional with a strong passion for cybersecurity and ethical
hacking.

e Possessing a CEH certification with a score of 80.8% and hands-on experience in utilizing security tools
such as Nmap, Wireshark, Burp Suite, Metasploit, Nessus, and other bug hunting tools for penetration
testing and vulnerability assessments.

o Adept atidentifying and mitigating network security threats, implementing security policies, and
performing vulnerability assessments.

e Skilled in AWS, SOPHOS Firewall, and hardware, and proficient in computer forensic investigation and
analysis using CHFI tools such as EnCase, FTK, X-Ways Forensics and other hard disk forensic tools.

e Seeking an entry-level position in the field of cybersecurity to apply my technical skills and knowledge to
real-world challenges and make a significant impact on an organization's security posture.

Technical Skills:

CYBER SECURITY

e In-depth understanding of network security concepts and penetration testing methodologies, hands-on
experience with industry-standard security tools such as Nmap, Wireshark, Burp Suite, Metasploit,
Nessus, and other bug hunting tools.

PENETRATION TESTING

e Skilled in using advanced level penetration testing tools such as Kali Linux, Aircrack-ng, John the Ripper,
Nessus, and others.

AWS
e Proficient in Amazon Web Services and its application in security.

FIREWALL
e Skilled in SOPHOS firewall technology and its usage in security.

NIST FRAMEWORK

e Advanced knowledge of NIST framework and its application in cybersecurity, understanding of NIST
800-53 and 800-171 standards.

VA/PT

e Advanced knowledge of Vulnerability Assessment and Penetration Testing (VA/PT) methodologies, and
tools such as Nessus, OpenVAS, Metasploit, and others.

RED TEAM

e Advanced knowledge of Red Teaming concepts and techniques, Hands-on experience with tools such as
Cobalt Strike, Empire, and Metasploit.
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CHFITOOLS

e Proficient in computer forensic investigation and analysis using industry-standard tools such as EnCase,
FTK, X-Ways Forensics and other hard disk forensic tools.

Experience

HARDWARE AND NETWORKING ENGINEER | TECHNOSAFE ELECTRONICS SECURITY
SOLUTION PVT LTD | MARCH 2020 - MAY 2022

e Responsibilities included:

e Installed and maintained network devices such as routers, switches, and firewalls.

e Configured and troubleshooted networkissues.

¢ Deployed and managed Windows and Linux servers and workstations.

e Managed and maintained virtualization platforms using VMware.

e Configured and maintained network security protocols such as VPN and firewall.

e Perform routine maintenance of hardware and software including backups and updates.

e Implement network security policies and procedures, including ACLs, NAT, VPN, and firewalls.
o Implement VLANs and configure VLAN trunks for inter-VLAN communication.

e Implement and configure OSPF routing protocol for intra-domain routing.

e Install, configure, and maintain desktop and laptop computers, printers, and peripherals.

NETWORK ENGINEER | SHAH AUDIO INFOTECH PVT LTD | JUN 2022 - AUG 2022

e Responsibilities included:

e Managing network switches and routers, server management
e Software and hardware installation

e Monitoring and troubleshooting network issues

e Configuring and maintaining network security devices

e Providing technical support to end-users.

INSTRUCTOR | BASCOMBRIDGE PVTLTD | SEPT 2022 - PRESENT

e Responsibilities included:

o Taking CompTIA A+ Lecture

o Taking CompTIA N+ Lecture

o Taking CCNA Lecture

e Taking Microsoft Certified solution associate (MCSA) Lectures

o Taking Certified Ethical Hacker (CEH) Lectures

o Taking Computer Hacking Forensics investigator (CHFI) Lectures

e Sometimes have to manage network and hardware configuration and also have to manage firewall



Education
S.S.C| PASSED IN 2019 | GUJARAT SECONDARY EDUCATION BOARD (GSEB)
e Percentage: 35.00%

H.S.C| PASSEDIN 2021 | GUJARAT HIGHER SECONDARY EDUCATION BOARD (GHSEB)
e Percentage: 47.00%

Certification

C.C.C| C-DAC
e Grade: A

Tally | IICTC
e Grade: A

Comptia A+, Comptia N+, CCNA, MCSA, CEH, CHFI, AWS, Sophos endpoint engineer & Architect,
Core Python, Javascript | July 2021 - September 2022 | Bascom Bridge PVT LTD

e Grade: A

Certified Ethical Hacker | Passed in December 2022 |EC-Council
e Score: 80.8%
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